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Introduction

The Al in Government Act of 2020 and Office of Management and Budget (OMB)
Memorandum M-25-21, Accelerating Federal Use of Al through Innovation,
Governance, and Public Trust direct each agency to submit to OMB and post publicly
on its website either a plan to achieve consistency with M-25-21 or a written
determination that the agency does not use and does not anticipate using covered
artificial intelligence (Al).

The NTSB is committed to meeting the requirements of the Al in Government Act of
2020 and OMB Memorandum M-25-21 that direct agencies to seek opportunities to
use Al to improve efficiency and effectiveness while responsibly managing its risks.
This document outlines the minimum information required for the National
Transportation Safety Board (NTSB) to satisfy the requirements of Section 3(b)(ii) of
the Appendix to OMB Memorandum M-25-21 and Section 104(c) of the Al in
Government Act.

This document will be updated as future Al use cases are identified, and we will
report compliance with the case-specific practices mandated in Section 4 of the M-
25-21 Appendix separately, through the annual Al use case inventory.
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Driving Al Innovation

Removing Barriers to the Responsible Use of Al

The NTSB has identified several barriers to responsible Al use, including specialized
staffing requirements, computing resources, security of sensitive investigation data,
and the need to ensure technical accuracy in accident investigations.

|dentified Barriers:

e Limited specialized Al talent within the agency

e Computing and infrastructure requirements for Al applications

e Need for secure, reliable tools that maintain investigation integrity

e Resource constraints for developing and maintaining Al applications while
managing cybersecurity requirements

Mitigation Steps: The NTSB will use open-source libraries and pursue access to
necessary software tools and deployment capabilities through shared services and
partnerships with other federal agencies. The NTSB uses a secure cloud-based
environment, and we are adding support for Al development, testing, and
deployment while maintaining the security and integrity required for our investigative
mission.

We are developing approval processes to ensure Al tools do not compromise the
technical accuracy of our investigations, particularly given the sensitivity and high
consequence of transportation safety determinations.

Sharing and Reuse

Internal Coordination: The NTSB maintains a Data Analytics Project Team that
includes the agency Chief Artificial Intelligence Officer (CAIO), Chief Data Officer
(CDO), representatives from the Office of Chief Information Officer (CIO), and points
of contact from agency offices. The team is responsible for identifying Al use cases
and coordinating with application owners to promote sharing and reuse of Al
resources and code using a common repository. Oversight is provided by our Data
and Al Governance Body, which also includes representatives from our offices of
Managing Director, General Counsel, Chief Human Capital Officer, Chief Financial
Officer, and Office of Safety Recommendations and Communications.
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Responsible Offices:

e CAIO: Lead coordination of Al code and model sharing

e CDO: Oversee data asset sharing and governance

¢ CIO: Manage technical infrastructure, code repository and deployment
capabilities

o Data and Al Governance Body: Review and approve sharing arrangements

Resources Needed: The NTSB needs qualified technical staff to maintain secure
code repositories and documentation and prepare for any public release. We need
improved documentation and metadata management systems to ensure that shared
Al assets are properly characterized and can be effectively reused. We anticipate
custom-developed Al code and documentation will be published on the NTSB
website and/or public code repositories consistent with the Open Government Data
Act' and SHARE IT Act,? following appropriate review processes to protect sensitive
investigation data.

Al Talent

Planned Initiatives: The NTSB will continue to develop Al talent in our workforce,
recognizing that our specialized mission requires a unique combination of
transportation safety and Al expertise. We will enhance Al talent through recruitment,
hiring, contracting, and training. We will collaborate with other agencies, make use of
shared services, and look for opportunities to supplement staff capabilities through
partnerships with academic institutions or federally funded research and
development centers.

Skillsets Needed:

e Transportation domain expertise combined with data science and Al technical
skills

e Alleadership and policy expertise

e Al and data governance

e Al acquisition and procurement knowledge

Training and Development: \We encourage employees to use existing training
resources, particularly government-wide resources. We are developing internal Al

' Title Il of the Foundations for Evidence-Based Policymaking Act of 2018, Pub. L. No. 115-435,
https://www.congress.gov/115/statute/STATUTE-132/STATUTE-132-Pg5529.pdf.

2 Source Code Harmonization and Reuse in Information Technology (SHARE IT) Act, Pub. L. No. 118-
187, https://www.congress.gov/118/plaws/publ187/PLAW-118publ187.pdf.
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awareness training and holding information sessions for all employees on agency Al
capabilities and acceptable use, including identifying Al use cases, best practices, and
risk management.

High-Impact Positions: Technical talent would have the most impact in our Data
Analytics Project Team, investigation teams analyzing complex transportation data,
and in our IT and data governance functions where Al applications can enhance our
analytical capabilities while maintaining integrity of our mission-critical information.

Improving Al Governance

Data and Al Governance Body

Governance Structure: The NTSB has expanded the scope of its existing Data
Governance Body to include Al governance responsibilities. While not required as a
non-CFO Act agency, the expanded role of the Data and Al Governance Body
includes appropriate representation from the following key stakeholder offices to
provide effective Al governance and oversight to ensure responsible Al
implementation.

Data and Al Governance Body Composition:

e Managing Director

o Chief Artificial Intelligence Officer (CAIO)

e Chief Data Officer (CDO)

e General Counsel

e Chief Information Officer (CIO)

e Chief Information Security Officer

e Chief Human Capital Officer

e Chief Financial Officer

o Office of Safety Recommendations and Communications

Expected Outcomes: The Data and Al Governance Body will establish agency-wide
Al policies and standards, review and approve new Al use cases, and ensure
compliance with M-25-21 and all applicable regulations while maintaining our
mission focus on transportation safety.

External Consultation: The Data and Al Governance Body may consult with external
experts from other government agencies, federally funded research and
development centers, academic institutions, and industry leaders in Al and machine
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learning as appropriate and consistent with applicable laws. This includes
consultation with transportation safety research centers with relevant expertise.

Agency Policies

Policy Updates: The NTSB is developing agencywide Al policy and guidance to
ensure consistency with M-25-21. We are updating internal policies related to IT
infrastructure, data management, cybersecurity, and privacy to facilitate appropriate
Al use while maintaining the security and integrity requirements of our investigative
mission.

Areas of Policy Updates:

e IT infrastructure policies to support secure Al deployment

e Data governance policies to enable appropriate Al training and testing
e Cybersecurity policies addressing Al-specific risks

e Policies covering Al data processing of sensitive or privacy data

e Investigation procedures incorporating Al tools where appropriate

Generative Al Guidance: The NTSB is revising existing internal guidance regarding
the use of generative Al for agency work, recognizing that our mission includes
technically complex, independent investigations that often include sensitive
information. Our guidance establishes safeguards for generative Al use in
investigative functions while allowing for administrative applications with appropriate
oversight.

Safeguards and Oversight: Given the sensitivity of transportation safety
determinations, our oversight mechanisms include mandatory review by the agency
CAIO, CDO, CIO, and Al and Data Governance Body before any Al system
deployment, with particular attention to maintaining security, technical accuracy,
transparency, and appropriate handling of investigation information.

Al Use Case Inventory

Collection Process: The NTSB has established a process for soliciting and recording
Al use cases. Staff and management submit proposals for new Al use cases to the
NTSB Data Analytics Project Team, and the Al Governance Body for review.

Comprehensive Coverage: Our process ensures comprehensive inventory coverage
by:

e Integrating Al identification into IT Capital Planning and Investment Control
(CPIC) processes
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¢ Including Al review requirements in acquisitions and contracting processes
e Conducting annual reviews of all agency systems and processes
e Requiring all subcomponents to report potential Al use cases

Documentation and Updates: The Data Analytics Project Team solicits and records
Al use case requests and forwards proposed cases to the CAIO, CIO, and Data and Al
Governance Body for review. We maintain continuous monitoring of Al use cases
from experimental and research phases through development, production, and
ongoing maintenance, updating our inventory accordingly.

Fostering Public Trust in Federal Use of Al

Determinations of Presumed High-Impact Al

Assessment Process: The NTSB is developing a review process to assess current and
planned Al uses against the definition of “high-impact Al” as defined in Section 5 of
the Appendix to M-25-21. The CAIO, CDO, CIO, and Data and Al Governance Body
will review all proposed Al use cases to identify high-impact use-cases and record
those determinations in the NTSB Al use case inventory.

Review Criteria: Our assessment process evaluates all agency Al use cases against
the high-impact Al definition, considering the following factors:

e Potential impact on individual rights or safety

e Scale and scope of deployment

e Decision-making authority or influence

e Potential for bias or discrimination

e Public use of the application or application output

Additional Agency Criteria: Given our transportation safety mission, the NTSB has
developed supplementary criteria that consider:

e Impact on transportation safety determinations

e Influence on accident investigation conclusions

o Effect on safety recommendations

e Impact on pilot and mariner certification appeals

e Potential to affect public trust in NTSB independence and objectivity

Any future Al applications will be subject to this assessment process.
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Waiver Criteria and Process: The NTSB does not anticipate granting waivers from
minimum implementation requirements for high-impact Al applications. However, if
future Al use cases seek a waiver, we will follow a review process that prioritizes
mission effectiveness while maintaining the integrity of investigation information,
including:

e Detailed risk assessment by CAIO, CDO, CIO, and applicable technical staff

e Review and approval by the Data and Al Governance Body and agency
leadership

e Documentation of rationale and risk-mitigation measures

e Regular review and revalidation of approved waivers

e Written documentation

Implementation of Risk Management Practices and Termination
of Noncompliant Al

Documentation and Validation: Responsibility for implementing minimum risk
management practices is assigned to the project owner implementing the Al use
case, with oversight from the CAIO, CDO, CIO, Data and Al Governance Body, and
agency leadership.

Validation Methods: We will document and validate implementation of agency
compliance with M-25-21 through:

e Data Analytics Team requests and development records

e |T Capital Planning and Investment Control (CPIC) process documentation
e Acquisition and contracting records with Al compliance requirements

e Data and Al Governance Body decision records

e Annual assessments of active Al use cases

e Integration with our Enterprise Risk Management Program

Prevention Controls: To prevent deployment of noncompliant, high-impact Al, the
NTSB requires the following safeguards:

e Mandatory compliance review and approval by the Data and Al Governance
Body before any Al system enters production

e Pre-deployment testing and validation against applicable requirements

e Security and privacy impact assessments

e Legal review to ensure compliance with applicable laws and regulations
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Termination Process: Our process for terminating non-compliant Al follows these

steps:

1.

Immediate Suspension: Any Al system identified as noncompliant is
immediately suspended from operation

Assessment: Rapid assessment to determine whether compliance can be
achieved through remediation

Corrective Action: Development and implementation of corrective action plan
with defined timelines

Termination Decision: If compliance cannot be achieved within acceptable
timeframes, the system is permanently terminated

Documentation: All decisions and actions will be documented and reported
to appropriate oversight bodies

Monitoring and Compliance: Active Al systems will be subject to ongoing audits

and assessments to ensure continued compliance with applicable requirements, with
particular attention to maintaining the integrity of our transportation safety mission.

10
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Appendix A: Definitions

o Artificial Intelligence (Al): The term “artificial intelligence” has the meaning
provided in Section 238(g) of the John S. McCain National Defense
Authorization Act for Fiscal Year 2019.3 For the purposes of this memorandum,
the following technical context should guide interpretation of this definition:

1. This definition of Al encompasses, but is not limited to, the Al technical
subfields of machine learning (including deep learning as well as
supervised, unsupervised, and semisupervised approaches),
reinforcement learning, transfer learning, and generative Al.

2. This definition of Al does not include robotic process automation or
other systems whose behavior is defined only by human-defined rules
or that learn solely by repeating an observed practice exactly as it was
conducted.

3. For this definition, no system should be considered too simple to qualify
as covered Al due to a lack of technical complexity (e.g., the smaller
number of parameters in a model, the type of model, or the amount of
data used for training purposes).

4. This definition includes systems that are fully autonomous, partially
autonomous, and not autonomous, and it includes systems that operate
both with and without human oversight.

¢ Custom-Developed Code: The term “custom-developed code” has the
meaning provided in Appendix A of OMB Memorandum M-16-21.

e Al System: The term "Al system” has the definition provided in Section 7223 of
the Advancing American Al Act, which states that “[t]he term ‘artificial
intelligence system’-(A) means any data system, software, application, tool, or
utility that operates in whole or in part using dynamic or static machine
learning algorithms or other forms of artificial intelligence, whether-(i) the data
system, software, application, tool, or utility is established primarily for the
purpose of researching, developing, or implementing artificial intelligence
technology; or (ii) artificial intelligence capability is integrated into another
system or agency business process, operational activity, or technology system;
and (B) does not include any common commercial product within which
artificial intelligence is embedded, such as a word processor or map navigation
system.”

3 Pub. L. No. 115-232, § 238(g), https://www.govinfo.gov/content/pkg/PLAW-115publ232/pdf/PLAW-
115publ232.pdf.
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e Data: Recorded information, regardless of form or the media on which the
data is recorded. (44 U.S.C. § 3502)*
e High-Impact Al: (M-25-21) Al with an output that serves as a principal basis for
decisions or actions with legal, material, binding, or significant effect on:
1. anindividual or entity’s civil rights, civil liberties, or privacy;
2. anindividual or entity's access to education, housing, insurance, credit,
employment, and other programs;
3. anindividual or entity’s access to critical government resources or
services;
4. human health and safety;
critical infrastructure or public safety; or
6. strategic assets or resources, including high-value property and

o

information marked as sensitive or classified by the Federal
Government.

¢ Information Technology: The term “information technology” has the definition
given in 40 U.S.C. § 11101(6).

e Metadata: Structural or descriptive information about data such as content,
format, source, rights, accuracy, provenance, frequency, periodicity, granularity,
publisher or responsible party, contact information, method of collection, and
other descriptions. (44 U.S.C. § 3502)

e Open Source Software: The term “open source software” has the meaning
provided in Appendix A of OMB Memorandum M-16-21.

444 U.S.C. § 3502: Definitions, available at 44 USC 3502: Definitions.

12
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Appendix B: Purposes For Which Al Is Presumed To Be
High-Impact

The following is a list of categories for which the use or expected use of Al that serves
as a principal basis for an agency decision or action is presumed to be high-impact.
However, the following is not an exhaustive list of potentially high-impact Al use cases
and agencies should base any final decisions for whether an Al use case is high-
impact on the definition provided in M-25-21 Section 6.

a. Safety-critical functions of critical infrastructure or government facilities,
emergency services, fire and life safety systems within structures, food safety
mechanisms, or traffic control systems and other systems controlling physical
transit;

b. Physical movements of robots, robotic appendages, vehicles or craft (whether
land, sea, air, or underground), or industrial equipment that have the potential to
cause significant injury to humans;

c. Use of kinetic or nonkinetic measures for attack or active defense in real-world
circumstances that could cause significant injury to humans;

d. Transport, safety, design, development, or use of hazardous chemicals or
biological agents;

e. Design, construction, or testing of equipment, systems, or public infrastructure
that would pose a significant risk to safety if they failed;

f. In healthcare contexts, the medically relevant functions of medical devices; patient
diagnosis, risk assessment, or treatment; the allocation of care in the context of
public insurance; or the control of health-insurance costs and underwriting;

g. Control of access to, or the security of, government facilities;

h. Adjudication or enforcement of sanctions, trade restrictions, or other controls on
exports, investments, or shipping;

i. The blocking, removal, hiding, or limitation of the reach of protected speech;

j- Inlaw enforcement contexts, production of risk assessments about individuals;
identification of criminal suspects; forecast of crime; tracking of non-governmental
vehicles over time in public spaces; application of biometric identification (e.g.,
iris, facial, fingerprint, or gait matching); facial reconstruction based on genetic
information; social media monitoring; application of digital forensic techniques;
use of cyber intrusions; physical location-monitoring or tracking of individuals;

13
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detection of weapons or violent activity; or determinations related to recidivism,
sentencing, parole, supervised release, probation, bail, pretrial release, or pretrial
detention;

k. Preparation or adjudication of risk assessments related to foreign nationals
seeking temporary or permanent access to the U.S. or its territories including
related to immigration, asylum, detention, or travel approval status;

i. Use of biometric identification for one-to-many identification in publicly accessible
spaces;

m. Ability to apply for, or adjudication of, requests for critical federal services,
processes, and benefits to include loans and access to public housing;
determination of continued eligibility for ongoing benefits; the control of access-
through biometrics or other means (e.g., signature matching) to IT systems for
accessing services for benefits; detection of fraudulent use or attempted use of
government services; adjudication of penalties in the context of government
benefits;

n. Determination of the terms or conditions of federal employment, including
preemployment screening, reasonable accommodation, pay or promotion,
performance management, hiring or termination, or recommending disciplinary
action; reassignment of workers to new tasks or teams; or

o. Provision of language translation (e.g., foreign translation and audiovisual
translation) when responses are legally binding or for an interaction that directly
informs an agency decision or action.

Hit#
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